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1 Introduction

In order to let the cloud scan SSL based web traffic the cloud must be able to decrypt and re-encrypt the SSL
traffic. Therefore the Zscaler root certificate needs to be imported into the Trusted Root Certification
Authorities container of each client.

The following pages give some step-by-step guidance for the manual client based certificate import
method. Group based automatic distribution mechanisms, such as Group Policy Objects, are NOT part of
this document.

2 Certificate Import for Internet Explorer

Login to the client as Administrator and double-click the certificate file ZscalerRootCertificate-Current.crt.
Then click Install Certificate

R Certificate

General | Details | Certification Path

5?' Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
= All application policies

Issued to: Zscaler Inc. Root CA

Issued by: Zscaler Inc. Root CA

Valid from 15.01.2010 to 10.01.2036

OK
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Select Local Machine and click Next

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate stare.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

Local Machine

To continue, dick Mext.

Cancel

Select Place all certificates in the following store and click Browse

(€ £ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specdify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate

Browse..

ace all certificates in the following sto

Certificate store:

Learn more about certificate stores
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Select Trusted Root Certification Authorities and click OK
Select Certificate Store

Select the certificate store you want to use,

] il -
Bl Trusted Root Certification Authorities
| Enterprise Trus
- | Intermediate Certification Autharities

| Trusted Publishers

LT Nimdristed Cartifirates =
£ >

[] show physical stores

Cancel
G

Click Next
@ £ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Learn more about certificate stores

. Cancel
=D
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Click Finish

i

(€ £ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

L0 ) Lo | Bl m e R sy g2 Trusted Root Certification Authorities

Content Certificate

Cancel

In case you see the Security Warning below click Yes
Security Warning E

You are about to install a certificate from a certification authority (CA)
J__l_\ claiming to represent:

ZscalerInc. Root CA

Windows cannot validate that the certificate is actually from "Zscaler
Inc. Root CA". You should confirm its origin by contacting "Zscaler Inc.
Root CA". The following number will assist you in this process:

Thumbprint (shal): A91928B2 D503F92 ASES29EE BADC14CF B49BT567

Warning:

If you install this root certificate, Windows will autematically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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Click OK and close Internet Explorer
Certificate Import Wizard

o The import was successful,

3 Certificate Import for Firefox

Inside the Firefox browser open the Internet Options by clicking Firefox - Options > Options

“Firefox =

Mew Tab b 57 Bookmarks ¥
¥ New Private Window History »
Edit » Downloads !
Find... -t Add-ons .
Save Page As.. : lf, Options t b |
il Li Hel b '
Ernail Link... elp . Menu Bar N
[l II . } 1 |
&8 :Ponk.. | v Navigation Toolbar |
Web Developer K ' Boockmarks Toolbar ‘
Eill S Add-on Bar  Ctrl+/ \
Set Up Sync... Toolbar Layout...
Exit |
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Inside the Options click Advanced > Certificates > View Certificates
Options i

M e = 57 n s £

d 5 E5 & Q-

General Tabs Content  Applications  Privacy  Security Sync Advanced
s T —

General | Data Choices | Metwork | Updatq__Certificates:D

When a server requests my personal certificate:

") Select one automatically @ Ask me every time

{ View Certificates :|I Revocation L'tstsJ I Validation ] ISecuritg Devices

| ok || cancel || Hep |

Click Authorities and then Import
@ Certificate Manager [E=T e 5

P E——
Your Certificates I People | SEWEIEJ_AUthUFitiES_DOthEFS |
e

You have certificates on file that identify these certificate authonties:

Certificate Mame Security Device =
4(c) 2005 TURKTRUST Bilgi Iletisim ve Biligim .. L

TURKTRUST Elektronik Sertifika Hizmet 5a... Builtin Object Token |
4 A-Trust Ges. f. Sicherheitssysteme im elektr. ...

A-Trust-nQual-03 Builtin Object Token
4 AC Camerfirma 5.4,

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
4 AC Camerfirma 54 CIF AB2743287

Chambers of Commerce Root Builtin Object Token

Global Chambersign Root Builtin Object Token i
afctalic © A MIIC0CINNGET

View... Edit Tru.tt...) Export... Delete or Distrust..,
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Select the ZscalerRootCertificate-Current.crt and click Open

‘ Select File containing CA certificate(s) to import
g
Ou - |- Desktop » - |4-}-| Search Desktop o |
Organize « Mew folder s~ i 'ﬁ'
s .
= Favorites o | Libraries
Bl Desktop M___Jﬂ_i System Folder
& Downloads
L Recent Places Administrator
% System Folder
. Libraries
'ﬁ..__}' = QL[ Computer
5 Documents W= Systemn Folder
J‘ Music :
[&] Pictures , Metwork
B videos | System Folder
| ¥ ﬂ_ca}erRuotCertiﬁcate—Currth.crt
1% Computer £ | Security Certificate
=l 1t '
ﬁh Metwork fnd

File name: ZscalerRootCertificate-Current.crt = |CErtiﬁCBf:E Files (*.cr;™.cert;™.ce "l

Open |v Cancel

Select Trust this CA to identify websites and click OK N
Downloading Certificate @

You have been asked to trust a new Certificate Authority (CA).

Do you w - c. Root CA" for the following purposes?
[¥] Trust this CA to identify websites.

[T] Trust this CA to identify email users.

[T] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and

procedures (if available).

View Examine CA certificate
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Scroll down the certificate list and ensure that the Zscaler Inc. Root CA has been successfully imported.
Then click OK

. & Cedificate Manager E@

Your Ce:tif'[cate_:l Peoplel Servers | Authorities | O‘thersl

You have certificates on file that identify these certificate authorities

Certificate Name Security Device =5
4Wells Farge =
Wells Fargo Root Certificate Authority Builtin Object Token

4Wells Fargo WellsSecure

WellsSecure Public Root Certificate Author... Builtin Object Token
4WI5eKey

QISTE WlSeKey Global Root GA CA Builtin Object Token
4 XRamp Security Services Inc
XRamp Global Certification Authority Builtin Object Token
47scaler Inc,
ZscalerInc. Root CA

S

Software Security Device A

View... Edit Trust... Export.., Delete or Distrust..,

Click OK and close Firefox

- =
H &= | o 2 Q|G

General Tabs Content  Applications  Privacy  Security Sync Advanced

General | Data Choic&:l N.etwurkl Update | Certificates |

When a server requests my personal certificate:

() Select one automatically @ Ask me every time

[View Cert'rﬁcatﬁ_] [Eevocation Lists I I Validation l [ Security Devices
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